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|Pv6 Protocol
(RFC 2460 DS)
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Reminder: 1Pv4 Header

32 bits

Total Length

Protocol

Source Address

Destination Address
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|Pv6: Header simplification
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Isit enough for the future ?

Address length: 128 bits
D 3.4 1038 addresses (in theory)
b In practice: much fewer (depends on the allocation policy), but
is still a huge number!
b “An address for everything on the network”
and not GAn address for everythingO
Hop Limit
P Count the number of routers used to reach a destination.
P 255 as a Mx value is also OK for IPv6

Payload Length
b 64 KB is not a current hard limit
b Use Jumbogram for specific cases
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@’ |Pv6: Optional headers

IPv6 Header
Next Header TCP Header
=TCP + DATA

IPv6 Header | Fragment Header TCP Header

Next Header Next Header + DATA

= Fragment =TCP
IPv6 Header | Fragment Heade ESP Header TCP Header
Next Header Next Header Next Header + DATA
= Fragment = ESP =TCP
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@’ |Pv6: Optional extensions

' Hop-by-hop (jumbogram, router alert)
b Always the first extension
b Replace IPv4 options,
b Analyzed by every router.

1 Destination

' Routing (loose source routing)
' Fragmentation

' Authentication

I Security
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)4 Flow Label (RFC 3697)

1 A flow is a sequence of packets that should receive specific non-
default handling from the network

D For instance : 5-tuple of the same source/destination address/port and
transport protocol values

1 The Flow Label field is designed to enable classification of
packets belonging to a specific flow

B Without the flow label the classifier must use transport next header value
and port numbers
¥ Less efficient (need to parse the optional headers)
¥ May be impossible (fragmentation or IPsec ESP)

A flow is a unique identifier (for the source)
D Flow label + source address is unique

D Reduce processing time by 2-4 times in IPv4 and 3-6 times in standard
IPv6
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@’ Addressing scheme

RFC 4291

128 bit long addresses

b Allow hierarchy

b Flexibility for network evolutions
Use CIDR principles:

b Prefix / prefix length

¥ 2001:660:3003::/48

¥ 2001:660:3003:2:a00:20ff:fe18:964c/64
D Aggregation reduces routing table size

Hexadecimal representation
Interfaces have several IPv6 addresses

3@’ Textual Address Format

' Base format (a 16 byte Global IPv6 Address):

2001:0660:3003:0001:0000:0000:6543:210F

I Compact Format:

2001:660:3003:1::6543:210F

P In order to avoid ambiguity, ©:Ocan occur only
once
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Internet Protocol Version 6 Address Space

Address Space

- Source: http://www.iana.org/assignments/ipv6-address-space (last updated 2008-05-13)

IPv6 Prefix Allocation Reference
0000::/8 Reserved by IETF [RFC4291]
0100::/8 Reserved by IETF [RFC4291]
0200::/7 Reserved by IETF [RFC4048]
0400::/6 Reserved by IETF [RFC4291]
0800::/5 Reserved by IETF [RFC4291]
1000::/4 Reserved by IETF [RFC4291]
2000::/3 Global Unicast [RFC4291]
4000::/3 Reserved by IETF [RFC4291]
6000::/3 Reserved by IETF [RFC4291]
8000::/3 Reserved by IETF [RFC4291]
A000::/3 Reserved by IETF [RFC4291]
C000::/3 Reserved by IETF [RFC4291]
E000::/4 Reserved by IETF [RFC4291]
F000::/5 Reserved by IETF [RFC4291]
F800::/6 Reserved by IETF [RFC4291]
FCO00::/7 Unique Local Unicast [RFC4193]
FEO00::/9 Reserved by IETF [RFC4291]
FE80::/10 Link Local Unicast [RFC4291]
FECO::/10 Reserved by IETF [RFC3879]
FF00::/8 Multicast [RFC4291]
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Loopback: ::1 Unicast
. . Multicast
Link local: FES8O:E . :
Anycast (research field)
Global
b Official: 2000::/3
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ~
Special use
b IPv4 mapped: ::FFFF:X.Y.Z.T/96 -
specific to IPv4/IPv6
b 6to4: 2002::/16 integration
b Teredo: 2001:0::/32
e
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@’ Link-Local Addresses

Link-local
10 bits 54 bits 64 bits
1111111010 [\ 0 '"tTBface

FE80
Link-local addresses are not routable
Link-local addresses are automatically generated at
bootstrap
b Allow the communication with other equipments on the link
b Used for auto-configuration
b Designate the Next Hop in routing table
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@’ Interface Identifier

64 bits to be compatible with IEEE 1394 (FireWire)
Eases auto-configuration

IEEE defines the mechanism to create an EUI-64
from IEEE 802 MAC addresses (Ethernet, FDDI)

24 bits 24 bits
| lug vendor | serial number | MAC
24 bits 16 bits 24 bits
|ug vendor | OXFFFE | serial number EUI
1119 vendor | O0XFFFE | serial number 1D

1 78
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@ Interface Identifier (3)
(Privacy issues, RFC 4941)

IEEE 24 bit OUI can be used to identify HW:
P http://standards.ieee.org/regauth/oui/oui.txt

Interface Identifier can be used to trace a user:
b The prefix changes, but the interface ID remains the same,
b Psychological issue.

RFC 4941(DS) : Possibility to change Interface ID
b If local storage, use MD5 algorithm
b Otherwise draw a random number
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@ Multicast Addresses

11111111 Flag Scope Group ID
8 bits 4 bits 4 bits 112 bits
Flag bits: OR PT Scope
0 : Reserved
T =0 permanent addresses (managed by IANA) 1 : Interface-local
2 : Link-local
T =1 transient multicast addresses 3 : Reserved
¥ P =1 derived from unicast prefix (RFC3306) 4 : Admin-local
¥ R =1 embedded RP addresses (I-D) 5 : Site-local
8 : Organization-local
E : Global
F : Reserved
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@’ Production Addressing Scheme

IANA

RIR

LIR/ISP

-

ISP(EU)

EU

Regional Intrnet Registries

RIR (AfriNIC, APNIC, ARIN,
LACNIC, RIPE-NCC)

NIR National Intrnet Registries

(APNIC region)
LIR/ISP Local Intrnet Registries
(ISPs)
EU End Users
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@’ Production Addressing Scheme (2)

Source : http://www.iana.org/assignments/ipv6-unicast-address-assignments

3 45 16 64 bits
IANA/RIR/LIR
FP IRIR EU Interface ID
< Public/t;é)ology > ¢ Sitet;)gpé)logy >
Network portion Host portion
—— — Pt —P
/64 /64
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@’ RIR allocations

Started July @9
Current Minimum Allocation Size: ::/32
Allocated prefixes (as of 16 June 2008) = 2349

¥ http://lwww.ripe.net/rs/ipv6/stats/

R R Count

AFRI NI C 43
APNI C 567
ARI N 483
LACN C 94
RI PE NCC 1162
Tot al : 2349

' Further details and deployment per country:
D http://www.sixxs.net/tools/grh/tla/
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